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Abstract 

Cybercriminals increasingly target financial operations to embezzle funds, disrupt services, and manipulate outcomes through the 

spread of panic. Even well-defended enterprises remain at risk, often through unwitting associations with less-secure partners. 

Detecting and preventing such attacks accurately and promptly requires complex, interdependent resilience — yet barriers to data-

sharing continue to hinder agile, coordinated responses, even among organizations with shared goals. Public-sector support alone 

cannot guarantee fully open information exchange, and reliance on third-party solutions or large-scale initiatives tends to prolong 

exposure to risk. Private enterprises must therefore take a more active role, supported by market-driven and academic efforts. 

Evidence suggests that secure information exchange, paired with ease of use, encourages collaboration during crises. Integrating 

distributed cognitive systems into enterprise financial operations, however, requires foundational groundwork. Two features are 

central to this effort: a shared mental model among collaborating partners, and processes that mirror human cognitive patterns. 

Private financial institutions depend on sound data governance across the entire data lifecycle — from creation to archiving. 

Structuring these processes around established governance principles ensures data quality, oversight, and regulatory compliance. 

When combined with sound governance of the communications layer, this ground-up assurance can substantially reduce the risk 

of cyber-intrusion while enabling faster detection of anomalies. 

Keywords :Distributed Cognitive Systems,Enterprise Financial Operations,Financial Resilience,Secure Financial 

Infrastructure,AI-Driven Risk Management,Distributed Intelligence,Cybersecurity for Financial Systems,Autonomous Decision 

Support,Fault-Tolerant Financial Networks,Adaptive Enterprise Governance.

1. Introduction 

Achieving security, resilience, and scalability for enterprise 

financial operations involves managing diverse subsystems 

under extreme conditions such as natural disasters, military 

conflicts, and cyberwarfare. Distributed cognitive systems—

groups of interacting agents with shared mental models that 

maintain awareness of their environment and the state of other 

agents—are proposed to address these challenges. A layered 

architectural view distinguishes among data-perception, -

thinking, and -acting layers, clarifies roles and interfaces, and 

assigns ownership of communication data. Attention is given 

to data management—in particular, governance and quality 

through issues of ownership, classification, protection, and 

auditability—as well as secret-sharing key management. 

Coping with stress and abnormal operations are integral 

functions and concerns. 

Compliance with growing demands for transparency, 

corroboration, and judicial accountability raises the need for 

authenticity, validation, and auditability across processes and 

agents. A distributed cognitive financial system must 

incorporate procedures for determining, documenting, 

managing, and assuring data quality and for exploring data 

lineage. Nevertheless, operational imperatives may outweigh 

risks. In the cyber-resilient world, data fusion and assimilation 

often take precedence over rigorous compliance when speed 

is paramount and verification impossible—hence the adage 

“don’t ask, be told.” 
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Table 1. Distributed Cognitive System Layers in 

Enterprise Financial Operations 

Layer 
Primary 

Function 

Key 

Components 

Security 

Focus 
Output 

Perceptio

n Layer 

Data 

acquisitio

n and 

monitorin

g 

Sensors, Event 

Collectors, 

Monitoring 

Agents 

Data 

Integrity, 

Source 

Validation 

Situational 

Awareness 

Cognition 

Layer 

Analysis 

and 

reasoning 

AI Models, 

Risk Engines, 

Planning 

Modules 

Decision 

Assurance, 

Auditabilit

y 

Risk 

Insights 

Action 

Layer 

Execution 

and 

response 

Workflow 

Engines, 

Communicatio

n Hubs, 

Automation 

Agents 

Access 

Control, 

Transactio

n Security 

Operationa

l Actions 

1.1. Interoperability and Standards 

Reliable and secure data exchange between enterprise 

operations requires appropriate standards, governance bodies, 

and compliance with established reference models. The 

recommendations from the federal departments and agencies 

of the U.S. government, as set forth in the U.S. National 

Digital Strategy, are a critical consideration for developing 

distributed cognitive systems that encompass all types of 

organization financial operations in a secure and cyber-

resilient manner. The principle of ‘secure by design’ is central 

to the information-sharing dimensions and represents a 

crucial first step to reducing the attack surface of systems. 

Financial operation resiliency responds not only to technical 

cyber-security but also to service, people, process, and third-

party risks. The delivery of cyber-resilient enterprise financial 

operations depends on understanding those dimensions. 

 

Cyber-Resilience Maturity Across DCS Layers (Radar) 

2. Conceptual Foundations 

Distributed cognitive systems for secure and resilient 

enterprise financial operations. Interoperability—defined as 

the ability of diverse systems to exchange sensitive data and 

remain functionally aligned with one another—depends on 

the existence of standards. The absence of up-to-date 

standards hampers progress toward a goal shared by 

government agencies and the economy: a secure financial 

system that can recover or continue operating undeterred in 

the face of cyber-threats. This gap calls for a cognizance of 

the concept of distributed cognition and how the foundations 

of distributed cognitive systems for enterprise financial 

operations situated within recognized standards can be 

deployed to ensure cyber-resilience. 

Cognitive processes ordinarily happening within a human 

mind can extend across actors and artefacts when operating 

within a technology-rich environment featuring support from 

digital technologies and intelligent agents. Such processes can 

be guided by perceiving an environment, cognitively 
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assessing it, and acting upon it—similar to the use of the 

three-layered Perceiving-Thinking-Acting principle of 

artificial intelligence. Financial operations are, therefore, 

systems of financial activities undertaken by an enterprise in 

which cognitive processes are collectively carried out by 

human agents and by technology-based cognitive agents, 

including artificial-intelligence-enabled technology. 

Depending on the enterprise’s size, the associated nature of 

its financial activity, and the level of articulation between its 

financial operations and its core processes, such financial 

operations can be viewed as—somewhat more formally—

distributed cognitive systems. 

 

Distributed Cognitive Financial Operations Architecture 

Table 2. Data Governance Framework for Financial 

Resilience 

Governance 

Component 
Objective 

Implementation 

Strategy 

Data Ownership Accountability 
Defined custodianship 

policies 

Data 

Classification 

Risk-based 

protection 

Sensitivity 

categorization 

Data Quality 

Management 
Reliability 

Validation and 

cleansing processes 

Data Lineage Traceability End-to-end audit trails 

Access Control Security Least-privilege model 

Compliance 

Monitoring 

Regulatory 

adherence 

Automated compliance 

checks 

Mathematical Formulas:  

Eq. (1) Risk Exposure Score 

𝑅𝐸 = 𝑇 × 𝑉 

Where: 

● 𝑅𝐸= Risk Exposure  

● 𝑇= Threat Level  

● 𝑉= Vulnerability Score  

Eq. (2) Financial Resilience Index 

𝐹𝑅𝐼 =
𝐴

𝐷
 

Where: 

● 𝐴= Available Resources  

● 𝐷= Disruption Impact  

Eq. (3) Data Quality Metric 

𝐷𝑄 =
𝑉𝑑
𝑇𝑑
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Where: 

● 𝑉𝑑= Valid Data Records  

● 𝑇𝑑= Total Data Records  

Eq. (4) Cognitive Confidence Score 

𝐶𝐶 =
𝐶𝑟
𝑁

 

Where: 

● 𝐶𝑟= Correct Recommendations  

● 𝑁= Total Decisions  

Eq. (5) Anomaly Detection Rate 

𝐴𝐷𝑅 =
𝐴𝑑
𝑇𝑒

 

Where: 

● 𝐴𝑑= Detected Anomalies  

● 𝑇𝑒= Total Events  

Eq. (6) Decision Effectiveness 

𝐷𝐸 = 𝑃 × 𝐶 

Where: 

● 𝑃= Prediction Accuracy  

● 𝐶= Confidence Level  

Eq. (7) Communication Reliability 

𝐶𝑅 = 1 −
𝐿

𝑀
 

Where: 

● 𝐿= Lost Messages  

● 𝑀= Total Messages  

Eq. (8) Security Compliance Ratio 

𝑆𝐶𝑅 =
𝑆𝑝

𝑇𝑝
 

Where: 

● 𝑆𝑝= Satisfied Policies  

● 𝑇𝑝= Total Policies  

Eq. (9) Federated Trust Score 

𝐹𝑇 =
∑𝑛
𝑖=1 𝑇𝑖
𝑛

 

Where: 

● 𝑇𝑖= Trust Value of Agent 𝑖 

Eq. (10) Recovery Efficiency 

𝑅𝐸𝑓 =
𝑅𝑠
𝑅𝑡

 

Where: 

● 𝑅𝑠= Recovered Services  

● 𝑅𝑡= Total Services  

Eq. (11) Data Governance Effectiveness 

𝐷𝐺𝐸 = 𝑄 + 𝐼 + 𝑃 

Where: 

● 𝑄= Quality Score  

● 𝐼= Integrity Score  

● 𝑃= Protection Score  

Eq. (12) AI Reasoning Accuracy 

𝐴𝑅𝐴 =
𝐶𝑑
𝑇𝑑

 

Where: 
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● 𝐶𝑑= Correct Decisions  

● 𝑇𝑑= Total Decisions  

Eq. (13) Cryptographic Strength Index 

𝐶𝑆𝐼 = 𝐾 × 𝐸 

Where: 

● 𝐾= Key Strength  

● 𝐸= Encryption Level  

Eq. (14) System Resilience Score 

𝑆𝑅𝑆 =
𝑀𝑇𝐵𝐹

𝑀𝑇𝑇𝑅
 

Where: 

● 𝑀𝑇𝐵𝐹= Mean Time Between Failures  

● 𝑀𝑇𝑇𝑅= Mean Time To Recovery  

Eq. (15) Distributed Cognitive Efficiency 

𝐷𝐶𝐸 =
𝑃 + 𝑅 + 𝐴

3
 

Where: 

● 𝑃= Perception Score  

● 𝑅= Reasoning Score  

● 𝐴= Action Effectiveness 

2.1. Distributed Cognitive Systems 

Distributed cognitive systems constitute a paradigm for 

secure and resilient enterprise financial operations. 

Architecture operates as a system of systems comprising 

human and machine agents woven together by machine-

readable information for joint perception, deliberation, and 

action. At the enterprise level, financial operations during 

steady states (i.e., routinized, predictable sessions) are 

supervised by enterprise virtual agents, perceptual, reasoning, 

or planning constituents of corporate actors. Hybridized with 

native human, business, or strategic-thinking capability, they 

form an integrated shareable mental model of the enterprise 

needed for rapid, high-performance, and low-effort human 

acting. Working with their environment, situation models 

leverage datacast, direct, or derived information – i.e., 

cognate, proxy, or inferred – perceptually-reduced through 

machine learning. When permitted by risk appetite, they 

automate simple, repetitive modes of action. Investment in 

these assets liberates human effort for nonroutine judgmental, 

strategic, creative, and relationship tasks. 

 

Threat Vector Distribution in Financial Operations 

(Doughnut) 

At the business-model level, financial functions of multiple 

enterprises are mentally stitched into a shared super agency 

capable of significantly enhancing safe operational headroom. 

The methods sustaining security are mainly based on military 

theory, whereas their seamless expansion into financial 

functions, wholistic use of AI/ML, and integrated planning of 

multiple enterprises provide cyber-resilience down to the very 
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agent enabling corporate neuralgic functions. Cyber-

resilience analyst roles have also shifted downward toward 

operation-level models and the AI–ML tools essential for 

daily near-real-time fitness assessment, service prioritization, 

and, within risk appetite, ready initiation of external 

assistance. Supporting research paperscripts provide the 

complete cognitive-loop structure and describe perception 

through sensing, consultation, and datacast information as 

well as reasoning and motion planning. 

 

Cyber-Resilience Flow 

3. Architectures and Reference Models 

Overarching Architectural Approaches and Reference 

Models. These concepts provide a cohesive framework that 

enables security, resilience, and scalability across the 

processes, data, and AI/ML aspects of enterprise financial 

operations. 

Beyond the layered view, two complementary concepts — an 

overarching architectural approach and a reference model for 

enterprise financial operations — further support cyber-

resilience. While the layered model focuses on perspectives 

across the stack, the architectural approach looks at the 

holistic system as a whole, composed of various interacting 

modules that work together to drive operations. The enterprise 

financial operations reference model incorporates the 

technical architecture and conceptual foundations from 

Kirchmer (2018), extending it to also consider the 

requirements for data protection and security, while 

emphasizing resilience issues that have become increasingly 

pertinent in light of the growing cyber threat landscape. 

Addressing all of these perspectives simultaneously enables 

key decisions regarding data management, communications, 

cognitive components, and AI integration to be made in a 

coherent and systematic manner, rather than in isolation, 

thereby supporting the ongoing development of truly cyber-

resilient enterprise financial operations. 

Table 3. Cognitive Components and AI Functions 

Cognitive 

Component 
AI/ML Technique 

Financial 

Application 

Sensing Stream Analytics 
Transaction 

monitoring 

Interpretation NLP, LSA 
Financial document 

analysis 

Inference Machine Learning Risk prediction 

Planning 
Reinforcement 

Learning 
Resource allocation 

Decision-Making Hybrid AI Models 
Fraud response 

actions 

Learning Federated Learning 
Distributed 

intelligence updates 

3.1. Layered Architectural View 

Three layers—perception, cognition, and action—provide an 

effective structure for distributed cognitive systems 

supporting enterprise financial operations. The layered view 
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focuses on three thrusts: who owns and controls the 

underlying data of a given layer, how latency sensitivity is 

managed, and which type of governance serves the layer best. 

At the perception layer, a diverse collection of agents, 

possibly including humans, continuously sense their 

environment, extracting valuable intelligence from the flood 

of information that naturally occurs. Each agent can support 

others in the perception stack (that is, act as a resource or 

service) by providing raw or processed data or information 

about detected events and situations. A large part of 

information sensing takes place through automated sensors 

and systems; human perception typically adds surprising 

events or edge cases. Perceptions are made available to the 

cognitive layer for further processing and reasoning. 

Dedicated agents also monitor the primary systems of interest, 

judging their healthy operation, planning and executing 

routine operations on their own, and sending alerts in case of 

detected anomalies. These serve as guardians for enterprise 

critical assets. 

Integrating messaging routers with hybrid reasoning and 

acting capabilities is a core architectural pattern on the acting 

layer. The ability to manage suitable flows of information 

across a large number of agents—often including business 

partners and customers—represents a complex cognition task 

in itself. A human-driven hub often plays a fundamental role 

in ensuring proper communication, maintenance, and 

activation of such channels. 

 

AI/ML Component Contribution to Risk Reduction 

(Horizontal Bar) 

4. Data Management and Cyber-Resilience 

The bank-related data assets of enterprises, whether stored in 

cloud or on-premises resources, need to be properly secured 

against external attacks and insider threats at all stages of the 

data life cycle. Data in the stock domain including trades, 

positions, funding, and collateral management play a 

significant role in possibly supporting a bank's operational 

knowledge base, improving its cyber-resilience. Dias bajas de 

datos: la calidad, la procedencia, la protección y las 

estrategias de gestión de las mismas en un contexto de 

amenazas cibernéticas son cada vez más relevantes para los 

bancos. 

Table 4. Cyber-Resilience Capabilities Assessment 

Capability Description Expected Benefit 

Threat Detection 
Continuous 

anomaly monitoring 

Early attack 

identification 

Fault Tolerance System redundancy Reduced downtime 

Incident Response 

Automated 

mitigation 

workflows 

Faster recovery 

Adaptive Learning 
Dynamic model 

retraining 

Improved 

resilience 

Secure 

Communication 

Encrypted data 

exchange 

Confidentiality 

assurance 

Governance 

Automation 

Policy-driven 

controls 

Compliance 

maintenance 

4.1. Data governance and Compliance 

Implementation of data governance policies that reflect 

regulatory guidance and security objectives is vital to ensure 

valid data throughout its lifecycle and correspondingly build 

cyber-resilience against increasingly sophisticated threats. As 

part of both corporate responsibility and oversight, financial 

operations are expected to minimise risk exposure and ensure 
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the integrity of processes and internal controls. Such policies 

must define the measures and resources needed to secure data 

and infrastructure; implement and monitor the required 

segregation of duties; comply with applicable regulatory 

requirements (e.g. Sox); incorporate risk assessment into the 

audit process; and ensure that access controls are sufficiently 

strict to provide adequate challenge and accountability. In 

addition, it must be possible to prove compliance, not just to 

regulators, but also to stakeholders and the public. 

Information management philosophy must be adopted to 

identify and govern the information that the enterprise 

requires to achieve business goals. Information custodians 

(i.e. those accountable for data) must be identified; this 

encompasses data at rest, orientation in space and time, 

processing, and telecommunications. Data must be classified 

to enable appropriate allocation of resources at each lifecycle 

stage to meet stewardship requirements; such classification 

must include an assessment of the potential business, legal, 

and reputational consequences of security incidents. Data 

quality must be assured throughout both the data lifecycle and 

the risk posture of the enterprise: poor-quality data 

undermines all operations, and compliance with the lowest 

quality standard sets the lowest defence threshold. 

 

Data Governance Compliance Coverage by Lifecycle 

Stage (Stacked Bar) 

5. Cognitive Components and AI 

Integration 

An ensemble of cognitive components comprises a distributed 

cognitive system, each addressing a core challenge in 

perception, reasoning, decision-making, or data synthesis. 

Various artificial intelligence (AI) and machine-learning 

(ML) techniques can provide hybrid solutions to these 

challenges, especially when uncertainty is high and data of 

mixed quality. The roles of human operators remain critical 

and the system should support human-in-the-loop (HITL) 

reasoning and decision-making processes. Human cognition 

exceeds the capacity or speed of computational systems in 

many respects, not least in understanding emotional and 

psychological factors. These interpersonal dynamics play a 

key role in both competitive and cooperative situations and 

remain poorly understood by AI techniques. 

Perception, reasoning, and decision-making operate in 

parallel to promote efficiency and lower latency, yet these 

layers are frequently described using an artificial intelligence 

(AI) lens. Computer vision techniques, including traditional 

image-processing operations and recent ML approaches, 

enable many vision-related sensors to detect and classify 

objects, segments, and other features in low-level scenes. 

These descriptions can reduce the workload for human 

interpreters and support faster responses with unsupervised 

operator cues. Similarly, sensors that extract and report low-

level scene features can assist operators engaged in complex 

interpretation processes. A Latent Semantic Analysis (LSA) 

module helps articulate semantic relationships across low-

level scene descriptions. 

Table 5. Enterprise Financial Data Lifecycle Security 

Lifecycle 

Stage 

Security 

Requirement 
Governance Control 

Data Creation 
Source 

Authentication 
Data Validation 

Data Storage Encryption Access Governance 

Data 

Processing 
Integrity Protection Audit Logging 

Data Sharing Secure Transmission Data Classification 
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Lifecycle 

Stage 

Security 

Requirement 
Governance Control 

Data Archiving 
Long-Term 

Protection 
Retention Policies 

Data Disposal Secure Deletion 
Compliance 

Verification 

 

Enterprise Risk Intelligence Framework 

5.1. Perception, Reasoning, and Decision-Making 

A complete understanding of the processes involved in 

enterprise financial operations is important for the design of 

any cognitive system. These processes are composed of 

several interconnected activities, some of which can often 

happen concurrently. Three central processes can be 

identified, which can also be considered three major sub-

processes of the components presented in the previous 

section. These processes are Perception, Reasoning, and 

Decision-Making. Together, they establish how data is 

processed to offer insights that eventually help accomplish the 

objectives defined during planning. 

The Perception process is the mechanism employed for the 

Sensing and Interpreting components. It is essential to 

understand how people and cognitive machines acquire 

information from the environment and convert external 

stimuli into a basis of reasoning. The Reasoning process 

encompasses the Inference and Planning components of the 

Cognitive system. It provides the cognitive loop with the 

ability to understand what has happened or is expected to 

happen, and to define an Action Plan. It is the process that 

allows inferring conclusions based on supported and 

warranted premises, and to agree on the next steps that should 

be taken in a cognitive operation. Finally, the Decision-

Making process executes the plans defined through 

Reasoning by taking the consequence of the different 

decisions that were previously made and determining how 

they are to be acted upon. 

 

Communication Latency vs. Security Level Trade-off 

(Line) 

6. Secure Communication and Networking 

Finance systems are prime targets for cybercriminals 

exploiting weaknesses in communication; hence, secure, low-

latency communication is paramount. Security solutions 

involve a holistic, layered approach, addressing 

telecommunications, network infrastructure, cryptography, 

and key management. 

Distributed cognitive systems rely on communication 

networks to tie together geographically dispersed assets, 

enabling sharing of situationally relevant data, coordination 

of response actions, and synchronisation of assets. These 

interactions must remain available even as adversaries 

actively attempt to disrupt them. Risky operations—whether 

due to nature, criminal intent, or operational hazards—require 

flexible, low-latency capabilities, capable of reconfiguration 

in response to changing conditions. The layered architectural 

view provides a useful perspective to analyse the 

communication aspects of a distributed system: they 

constitute a soft, virtual layer superimposed over the physical 
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deployment, allowing resources at different levels and 

instants to interoperate despite being built on different 

platforms. 

The communication network is typically managed by a 

dedicated set of nodes. While this does not prevent the use of 

an overlay network created by the cognitive components—as 

with a peer-to-peer voice-over-IP application or ad hoc 

routing protocols—it allows use of more efficient routing 

algorithms. Instrumentation on the network permits dynamic 

analysis of latency conditions and use of multiplexing être 

dynamique techniques. The development of hyper-

dimensional communication schemes enables scaling. 

Control of the communication function provides tight 

monitoring and risk assessment of the cyber-physical link 

used for signalling and alerts. 

Table 6. AI-Driven Risk Assessment Framework 

Risk 

Category 
Data Source AI Technique 

Response 

Strategy 

Fraud Risk 
Transaction 

Logs 

Classification 

Models 

Alert 

Generation 

Operational 

Risk 

System 

Metrics 

Predictive 

Analytics 

Resource 

Adjustment 

Cyber Risk 
Network 

Traffic 

Anomaly 

Detection 

Threat 

Containment 

Compliance 

Risk 

Regulatory 

Records 
Rule-Based AI 

Compliance 

Reporting 

Third-Party 

Risk 
Partner Data 

Graph 

Analytics 

Trust 

Evaluation 

6.1. Cryptographic Foundations and Key Management 

Security underpins the entire operations of an enterprise. Data 

security, guaranteeing that sensitive information remains 

accessible only to personnel with clearance, and 

communication security, ensuring that transmitted 

information remains confidential, will always be critical. 

Keys govern the use of cryptographic methods. Keys used to 

encrypt data must remain secret until the data is decryptedor 

only stored sealed and made clearable under strict 

circumstances. Key management centres upon correct key 

formation, generation, assignment, usage, protection, 

distribution, storage, and destruction during their lifecycle as 

well as auditable and accountable key use. 

Secret keys, a shared short key for symmetric cryptography or 

long and formable key pairs for asymmetric cryptography, 

must be present at the involved parties whenever the 

cryptographic functions are to be used. Also, asymmetric 

cryptographic operations, implemented via public key 

infrastructure, PKI, should be factored together; the 

authenticators have to authenticate the layers of 

communication via their private keys. Moreover, since PKI is 

apparently forfeited, initiatives need to delete sensitive data 

from compromised key fingerprints. Nevertheless, these 

efforts may be hindered within untrustful environments, e.g. 

an avoidable public network segment, a network to which 

devices can join at will, or a network segment where devices 

can sniff and forge packets. 

Privacy-preserving multi-keyword ranked search techniques 

in cloud computing have also been investigated, designed to 

possess security matrices with optimal information retrieval 

accuracy at minimal information security levels. A distributed 

key management system for cloud storage based on threshold 

cryptography enables a secure cloud environment for data 

exchange among all the users without any third-party 

intervention, monitors all the transactions, compares the 

attributes of the users with a set of credentials stored in the 

secure environment before permitting any operation, and 

provides an efficient confrontation to the problems of key 

escrow, trusted third party, single point of failure, and storage 

overhead. 
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Human-in-the-Loop Decision Routing by Cognitive Load 

(Grouped Bar) 

 

AI-Driven Decision Flow 

7. Conclusion 

The availability of interoperable, process-oriented, and secure 

DCS enables enterprise financial operations to attain 

unprecedented levels of cyber-resilience. Although the 

aforementioned measures do not guarantee complete 

protection from malicious business disruptions, through 

continuous adaptation, DCS become increasingly resilient 

over time, enabling the enterprise to cope better with future 

incidents. Such adaptability is supported by the layers of the 

layered layered layered and layered approach: perception 

from DCS with a similar focus in other business domains 

equipped with a cognitive component detecting anomalies, 

and decision-making by DCS with a distinctive process, 

business, and information approach that communicate 

required adaptations. The provision of AI-based perception 

and reasoning capabilities contributes to enhance cyber-

resilience; it allows detection of abnormal situations in the 

enterprise business environment, and prediction, analysis, and 

assessment of these situations, required adaptations, and their 

anticipated effect on the enterprise business environment, in 

terms of business success and service quality. 

Sharing with a trusted third party the keys of the enterprise 

that power a public key cryptographic scheme further 

increases cyber-resilience, by contributing to a better incident 

response and management during malicious business 

disruptions. Privacy-preserving cryptographic schemes 

diminish the risk of revealing sensitive information to 

eavesdroppers through an enterprise trust deterioration but 

come with higher latency. 
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